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STRENGTHENING THE NATIONAL SECURITY OF AUSTRALIA’S CRITICAL 

INFRASTRUCTURE 

 

The Australian Pipelines and Gas Association (APGA) welcomes the opportunity to 

comment on the Critical Infrastructure Centre’s Discussion Paper, Strengthening the 

National Security of Australia’s Critical Infrastructure. 

 

APGA is the peak body representing the Australian gas transmission sector. Our 

members include the owners, operators, constructors, designers, suppliers and 

service providers of Australia’s gas transmission pipeline infrastructure. APGA 

participates in several Government security initiatives and has a keen interest in the 

work of the Critical Infrastructure Centre (CIC). 

 

Proposed functions of the CIC 

APGA supports the intent of the Australian Government in addressing national 

security risks from foreign involvement in Australian critical infrastructure. APGA is 

concerned that the function of the CIC is focussed solely on national security risks in 

respect to foreign involvement. The scope to cover National Security Risks for critical 

infrastructure should be wider than just foreign involvement. 

 

APGA and its members currently participate in Government initiatives such as the 

Trusted Information Sharing Network (TISN) (through involvement in the Energy 

Sector Group) and the National Gas Emergency Response Advisory Committee 

(NGERAC). We are also aware of initiatives such as the Critical Infrastructure 

Resilience Strategy and the Critical Infrastructure Program for Modelling and 

Analysis. 
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It seems sensible to APGA that the range of security and resilience activities focussed 

on infrastructure undertaken by the Australian Government be co-ordinated and  

centralised in a single location. This would facilitate improved and efficient 

engagement with industry. An entity with as general and all-encompassing name as 

‘the Critical Infrastructure Centre’ should have a remit beyond national security risks 

arising from foreign involvement in critical infrastructure. 

 

In addition, it is important for the Critical Infrastructure Centre to engage with state 

based activities.  APGA members participate in state based emergency management 

arrangements that consider issues directly relevant to national security, and through 

state based regulatory processes provide information on measures in place to 

control against potential security threats and mitigate the potential consequences.  

The Critical Infrastructure Centre should seek to make use of these existing 

arrangements rather than duplicate existing processes. 

 

APGA would also like to know more about the proposed risk assessment 

methodologies, particularly as it relates to providing advice to the Foreign 

Investment Review Board. An important question is the level of publicly available 

information on the methodologies. It is important that Australian owners and 

foreign investors have a clear understanding of risk assessment methodologies so 

they can make informed commercial decisions regarding the sale and purchase of 

critical infrastructure in Australia.  

 

The Critical Infrastructure Asset Register 

One area where a more centralised approach would benefit industry is in helping to 

minimise information obligations. The Discussion Paper sets out an approach that 

proposes a new asset register from the ground up and will rely on industry providing 

the relevant information to the CIC. 

 

APGA and its members consider that: 

 Its members already disclose information to Government Authorities, and 

would like to see this better co-ordinated so that multiple departments and 

authorities are not provided the same or similar information. 

 The amount of date to be disclosed and the frequency of this is ever 

increasing for little apparent benefit to industry. 

 

The Discussion Paper indicates that existing relevant government holdings will be 

considered and this should be undertaken well in advance of any requests to 

industry being made. APGA is concerned that the establishment process for the 

register outlined in the Discussion Paper places obligations on industry to register 

existing interests and provide the required information. An effort should be made to 

map existing information holdings and identify any gaps that need filling. 
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APGA expects that previous work done for initiatives already mentioned would 

provide an starting basis for a single asset register that covers all matters relating to 

resilience and security of critical infrastructure. Government authorities such as 

Geoscience Australia, the Australian Energy Market Operator, the Department of 

Infrastructure and Transport and various state agencies including safety regulators 

would also hold relevant information. 

 

APGA does not support an outcome whereby infrastructure owners and operators 

have reporting obligations to multiple registers concerned with infrastructure 

resilience and security. Industry should not be placed in the position of reporting 

different aspects of information related to resilience and security to different 

registers at the state and federal level. This will inevitably to costly duplication.  

 

The Critical Infrastructure Asset Register could be used to establish a single point of 

communication and a single source of data.  

 

Last Resort Powers 

APGA is concerned that the Discussion Paper canvases views on the introduction of a 

‘last resort power’ when it is not clear that an assessment of existing government 

powers for various infrastructure sectors has occurred. With regard to energy 

infrastructure, a range of powers are already available to Energy Ministers and 

statutory authorities and it is appropriate to document and assess these powers 

before contemplating the introduction of a new ‘last resort power’ 

 

If you would like to discuss any of these issues further, please contact me on (02) 

6273 0577 or at sdavies@apga.org.au. 

 

Yours sincerely 

 
Steve Davies 

National Policy Manager 

 

mailto:sdavies@apga.org.au

